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Abstract— End-to-end middleware predictability is essential
to support quality of sewice (QoS) capabilities neededby dis-
trib uted real-time and embedded(DRE) applications. Real-time
CORBA is a middleware standard that allows DRE applications
to allocate, schedule,and control the QoS of CPU, memory, and
networking resources. Existing Real-time CORBA solutions are
implemented in C++, which is generally more complicated and
error-prone to program than Java. The Real-Time Speci cation
for Java (RTSJ) provides extensionsthat enable Java to be
used for developing DRE systems.Real-time CORBA does not
currently leverage key RTSJ features, such as scoped memory
and real-time threads. Thus, integration of Real-Time CORBA
and RTSJ is essentialto ensure the predictability required for
Java-basedDRE applications.

This paper provides the following contributions to the study
of middleware for DRE applications. First we analyze the
architecture of ZEN, our implementation of Real-time CORBA,
identifying sourcesfor the application of RTSJ features.Second,
we describe how RTSJ features, such as scoped memory and
real-time threads,can be associatedwith key ORB components
to enhancethe predictability of DRE applications using Real-
time CORBA and the RTSJ. Third, we perform preliminary
qualitative and quantitative analysis of predictability enhance-
ments arising from our application of RTSJ features. Our
resultsshow that useof RTSJ featurescan considerably impr ove
the predictability of DRE applications written using Real-time
CORBA and Real-time Java.

Keywords. Distributed Real-timeand EmbeddedSystems,
Real-timeCORBA, Real-timeJava.

|. INTRODUCTION

DRE systemsare becomingincreasingly widespreadand
important. CommonDRE systemsdncludetelecommunication
networks (e.g., call processingservices),processautomation
(e.g., hot rolling mills), and defenseapplications(e.g., total
ship computing ervironments). Real-time CORBA [1] is a
rapidly maturing standardmiddlewvare technologythat allows
DRE applicationsto con gure and control the following
resources:;

Processorresouces via thread pools, priority mecha-
nisms,and intraprocessnutexes;
Communicationresouces via protocol properties;and
explicit bindingswith non-multiplexed connectionsand
Memoryresoucesvia buffering requestsn queuesand
boundingthe size of threadpools.
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Experienceaduringthe past ve years[2]-[5] demonstratethat
Real-timeCORBA hasbeensuccessfullyusedto developmid-
dlewarefor DRE applicationsjustasCORBA [6], COM+ [7],
and Java RMI [8] have been applied in the businessand
desktopdomains.

Although the Real-time CORBA speci cation was inte-
grated into the OMG standardin 1998, it has not been
adopteduniversally by DRE application developers.A key
barrierto adoptionarisesfrom the steeplearningcurve caused
by the compleity of the CORBA-C++ mapping [9]-[11].
To addressthis problem, the Jasa programminglanguage
hasemepged as an attractive alternatve. Since Jasa hasless
inherentand accidentalcompleity than C++, it is easierfor
application programmersto masterit. Java also has other
desirablelanguagefeatures,such as strong typing, dynamic
classloading, re ection/introspection,and native supportfor
concurreng and synchronization.

Cornventional Java runtime systemsand middleware have
historically been unsuitablefor DRE applications,however,
dueto

1) The underspecied scheduling semantics of Java
threads,which canleadto the mosteligible threadnot
always beingrun.

The ability of the Jara Garbage Collector (GC) to
preemptary other Java thread, which can yield very
long preemptionlatencies.

The lack of a standarddistributed computing model,
which leadsto ad hoc mechanismgor communicating
betweendifferentnodesin a DRE application.

To addressproblems1 and 2, the Real-time Java Experts
Group has de ned the RTSJ [12], which extends Jasa in
severalways,including (1) new memorymanagementodels
thatallow accesgo physicalmemoryandcanbe usedin lieu
of garbagecollection and (2) strongerguaranteeson thread
semanticsthan in conventional Java. To addressproblem 3,
we have implementedZEN, which is an an open-sourck
RTSJ-basedReal-timeCORBA ObjectRequesBroker (ORB)
that combinesthe bene ts of thesetwo standardechnologies.
ZEN is portedto boththe TimeSysRTSJreferencamplemen-
tation [13] (which usesa virtual machinearchitecture)and

2)

3)

1The sourcecodefor ZEN canbe downloadedfrom www.zen.uci.edu



jRate [14] (which usesan ahead-of-timecompiler architec-
ture).

ZEN is inspired by mary of the patternstechniquesand
lessonslearnedin The ACE ORB (TAO) [15], which is
our other open-sourcemplementationof Real-time CORBA
written in C++. Our prior publishedwork on ZEN focused
on (1) the extensiblecomponentarchitecturg16] of its ORB

areaghanjusttheheap.Thesememoryareasarecharacterized
by the lifetime of the objectsin the areasandtheir allocation
times.Figurel depictsthe classhierarchyfor the new memory

Core [17] and Object Adapter [18] layers and (2) the pre-

dictable demultiplexing stratgyies [19] that it usesto ensure !

lookup time irrespectve of the depth of the Object
Adapter hierarchy This paperextendsour earlier published
work by focusing on a previously unexplored dimensionin
real-time middleware: the integration of RTSJfeatules to
support Real-time CORBA. Our results shov that effective
use of RTSJ featuresto implementReal-time CORBA can
considerablyimprove the predictability of DRE applications
written using Real-timeCORBA and Jaa.

The remainderof this paperis organizedas follows: Sec-
tion Il provides an overvien of the RTSJ focusing on its
thread and memory models; Section |l describesthe main
problemsthat arosewhile designingZEN using corventional
Java implementationsanalyzesthe critical request/response
codepathwithin ZEN to identify sourcedor the applicationof
RTSJfeaturesijllustrateshow RTSJfeaturescanbe associated
with key ORB componentsto enhancepredictability and
empirically analyzeshow the application of RTSJ features
improvedpredictability; SectionlV summarizeiow our work
on ZEN relatesto other researchefforts; and Section IV
presentoncludingremarks.

Il. OVERVIEW OF REAL-TIME JAVA

Java hastraditionally not beensuitablefor developingreal-
time systems[20]. The RTSJ extends the Jasza API and
re nes the semanticof certainJava constructsto supportthe
developmentof real-timeapplications.The guiding principles
followed by the designersof the RTSJ speci cationinclude:

Backward compatibility with the Java 2 platform

No syntacticextensionto the Jasa languagej.e. no new
keywords

Write oncecarefully, run arywhereconditionally
Address current real-time practicesand provision for
future advances

This section presentsa brief overvien of the memory and

threadingextensionsprovided by the RTSJ. A comprehensie

discussionof RTSJ features,and programmingtips appears
in [21]. Sectionlll, thendescribedhow thesefeaturesmay be

appliedeffectively within Java basedmiddlewvare solutionsto

ensurepredictability requiredby DRE systems.

A. MemoryModel

Garbagecollection(GC) is unsuitablefor real-timesystems.
Although there have been several advancesin GC algo-
rithms [22], [23], the RTSJ hasdevised memoryregions that
bypassGC, giving applicationprogrammerscontrol over the
time at which memoryis allocatedand reclaimed.The RTSJ
extends Java’'s memory model by providing other memory
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Fig. 1. Hierarchyof Classedn the RTSJMemory Model

areasprovided by the RTSJincluding:

Immortal memory. The RTSJintroducesthe conceptof
immortalmemory whereallocatedobjectshave the same
lifetime as the Java Virtual Machine (JVM). The disad-
vantagewith immortalmemoryis thatobjectsallocatedn
it arenever garbagecollected.Thus,memoryleakswould
eventually causean applicationto run out of immortal
memoryanddie.

Physical memory. The RTSJ also allows direct access
to raw memory Every RTSJ implementationmanages
the allocationof memoryto physicalmemoryallocation
objects,e.g LTPhysicalMemory  andVTPhysical-
Memory. The RawMemoryAccess class provides a
safemethodof accessingnemorythroughpointersmak-
ing it easyfor RTSJapplicationsto implementmemory-
mapped/O.

ScopedMemory. Likeimmortalmemory ascopednem-
ory areais not garbagecollected.Unlike immortal mem-
ory, however, the lifetime of a scopedmemoryregion is
not persistentinstead,it is referencecounted,indicating
the number of active threadsin that region. After the
count drops to zero, the memory region is considered
inactive andobjectsallocatedn it are nalized. TheRTSJ
speci cation provides scopedmemorieswith linear and
variable allocationtimes (LTMemory, and VTMemory,
respectiely).

B. Thread Model

The RTSJ extends Java's threading model and intro-
ducesRealtimeThread  and NoHeapRealtimeThread
(NHRT) Threads.The relationshipbetweenregular Java and
real-time threadsis shovn in Figure 2. As shawvn in the
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Fig. 2. RTSJReal-timeThreadclassHierarchy



gure, areal-timethreadis alsoa normalJava thread.Further
a real-time thread is also a Schedulable  object. The
RTSJ de nes that every schedulableentity implementsthe
Schedulable interface. The executionof Schedulable
entities is managedby the schedulerthat holds a reference
to them. Every RTSJ compliantimplementationgprovides a
priority preemptve schedulethat candistinguish28 different
priorities.

NHRT threadsare special real-time threadsthat do not
“touch” the heapi.e., they cannotload or store a reference
to an object in the heap. NoHeapRealtimeThread can
thereforehave execution eligibility higher than the garbage
collector?. The schedulercontrolsthe executioneligibility 3.

The new RTSJ memory areas,e.g., scopedmemory and
NoHeapRealtimeThread , hold great promise for Real-
time CORBA developerssincethey bypasshe garbagecollec-
tor. By allocatingReal-timeCORRBA internal objectsin these
areas,demandgarbagecollection (i.e., when operatornew
cannot nd enoughmemory) can be reduced.Properuse of
scopedmemoryin conjunctionwith real-timethreadswould
reducethe interferencewith the GC, therebyenhancingthe
predictability of the system.Sectionlll-D providesempirical
resultsthat quantify predictability improvementsby the asso-
ciation of RTSJfeaturesin ZEN.

I1l. ENHANCING THE ZEN ORB USING THE RTSJ

The OMG Real-time CORBA speci cation was adopted
several years before the RTSJ was standardizedReal-time
CORBA's Java mapping therefore does not use ary RTSJ
featuressuchasNoHeapRealtimeThread  andScoped-
Memory. To have a predictableJava-basedReal-timeCORBA
ORB like ZEN, however, it is necessaryo take advantageof
RTSJfeaturesto reduceinterferencewith the GC andensure
predictability

This section rst identi es problemsin the original design
of ZEN, which wasinitially basedon regular (i.e., non-RTSJ)
Java. We then analyzea typical end-to-endcritical code path
of a CORBA requestwvithin theoriginal ZEN ORB, whichwas
basedn regularJava. Basedon this analysiswe describehow
we areenhancingZEN to useRTSJfeaturessuchasreal-time
threadsand scopedmemory to improve its predictability

A. Problemsin the Original Designof ZEN
In the original architectureof ZEN [17], shovn in Figure3,

key ORB componentghat are involved in request/response

processing(such as acceptors,connectors,transports,and
thread pools) were originally allocatedin the heap. This
architecturesuffered from the following problem: the ORB
allocatesseveral tempogary objectsduring the processingof
a remoterequest/esponseThis allocationcanleadto demand
garbage collection i.e., executionof the GC when the Java

2The RTSJ v1.0 speci cation statesthat the NoHeapRealtimeThread
alwayshasexecutioneligibility higherthanthe GC, but this hasbeenchanged
in the RTSJv1.01.

SExecutioneligibility is de ned asthe positionof a schedulableentity in a
total orderingestablishedy a schedulemver the available entities[24]. The
total order depend=on the schedulingpolicy.

new operatorcannot nd enoughmemory Further the JVM
also allocatesheap memory as part of its execution which
additionally entails garbagecollection. Execution of the GC
can causeunboundedpreemptionlateny to the thread pro-
cessingherequest.The situationis exacerbatedf the request
is critical (i.e., highestpriority), which canbe catastrophidor
certaintypesof safety-andmission-criticaDRE applications.
To eliminate priority inversionsrelatedto invocationsof the
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Fig. 3. The Original ZEN ORB Architecture

garbagecollectorduring a requestupcall, it is essentiathat:

ZEN avoids heap allocation by exploiting the RTSJ
scopedand immortal memory

Key ORB componentde allocatedeitherwithin scoped
or immortal memory that would not cause demand
garbagecollection.

The aforementionedactorswould minimize the interference
with the GC enhancinghe predictabilityof the ORB andDRE
application.

Ourredesigrnof ZEN for Real-timeCORBA beganby iden-
tifying the participantsassociatedvith processinga requesiat
boththeclientandsener sides.For eachparticipantidenti ed,
we associatedthe componentwith non-heapregions and
resoled challengesarising from this association Allocating
key ORB objectswithin scopedor immortal memorywould
not causegarbagecollection,thusminimizing the interference
with the GC andenhancinghe predictability of the ORB and
DRE application.

B. Applying RTSJFeaturesto ZEN

a) RTSJapplicationgoals: The goalsfor applyingRTSJ
featuresto ZEN include:

Minimizing interferencewith GC. Garbagecollection
is generallyconsideredo be unsuitablefor DRE appli-
cationswith stringentreal-time requirementsAlthough
there have beenrecentadvancesin GC algorithms[22],
[23], the Java GC canpreemptary threadin the system,
leadingto thethreadincurringunacceptablyong preemp-
tion latencies.A key goal of ZEN is thereforeto avoid
allocating critical ORB componentin heapmemoryto
reducethe numberof GC sweeps.



Compliance with the CORBA speci cation. To pre-
sene compliancewith the Real-time CORBA speci -
cation, the RTSJ featuresmust be incorporatedwithin

an existing connectionto the sener, obtainedfrom the
objectreferenceon which the operationis invoked.
If no previous connectionexists, a separateconnection

handleris created(Transport classin ZEN) T and
the Connectorconnectso the sener

This connection is added to
ConnectorRegistry sinceC is bidirectional.

The actvities of the sener ORB for acceptinga connection
are describedhext:

4. An acceptoracceptghe new incoming connection.

5. This connectionC is then addedto the sener's con-
nectioncache(AcceptorRegistry classin ZEN) as
the sener may sendrequestdo the client.

6. A new connectionhandler T is createdto service

ZEN's ORB Core and Object Adapter layers without
requiring ary modi cations to the Real-time CORBA

speci cation. Options that require the end-userto be 3.
RTSJ-avare, suchas associatingscopedmemory at the
PQA level, are provided as non-standardZEN-speci ¢
options.

Inter operability with non RTSJ Java. ZEN is designed
to useintelligent stratgyies for componentcreationand
extensibility [16] that allow con gurability of real-time
features(such as the numberof static/dynamicthreads,
thread priorities, and buffer size) using propertiesand
policies. Thesestratgies usetechniquessuchasre ec-

the

. . . requests.
tion [25]-{27] andaspect§28], to createreal-time/anilia 7. The Transports event loop waits for dataeventsfrom
Java componentsthereby minimizing time/spaceover the client

headfor applicationsthat do not require real-time fea-
tures.

b) Identi cation of steps: Our redesigrnof ZEN for Real-
time CORBA beganby identifying the participantsassociated
with processinga requestat both the client and sener sides.
For eachpatrticipantidenti ed, we associatedhe component
with non-heapregions and resoled challengesarising from 9
this association.

d) Syntironousrequest/eply processing: The following
are the stepsinvolved when a client invokes a synchronous
two-way requestio the sener.

8. The BufferManager classis queriedto obtain a
buffer to marshalthe parameterdn the operationin-
vocation.

. The appropriate GIOP MessageWriter marshalsthe

. . requestandthe Transportsendgherequesto the sener.
The st gtep neededto.ldentlfy where to apply RTSJ 10. The WaitingStrategy class associatedwith the
featuresrequiredthe analysisof the end-to-endcritical code

. . : . X transportwaits for a reply from the sener.
path in ZEN. Figure 4 depicts the participantsinvolved _ L
in servicinga CORBA two-way invocation. The discussion The sener ORB performsthe following actwvities to process

the request.
11. The requestheaderon connectionC is readto deter
mine the size of the request.
12. A buffer of the correspondingizeis obtainedfrom the

Client ORB Server ORB

( Client Application >

“gi'?;;e D) [@—%—% buffer managetto hold the requestandthe requestdata

Zo Object Adapter is readinto the buffer.
Connecton Cache ciop 13. The requestis the demultiplexed to obtain the target
& & PQA, senant, and skeleton servicing the request.The

Buffer Manager

— ) upcall is dispatchedto the senant after demarshaling
’ o o the request.
M O The reply is marshaledusing the correspondingGIOP

m@ é messagavriter; Transportsendsreply to the client.

The client ORB performsthe following activities to process
Fig. 4. Tracingan InvocationThroughthe ZEN CORBA ORB

Waiting
Strategy.

14.

( Connector >

the reply from the sener:
15. The Readerreadsthe reply from the sener on the

connection.
of the critical code path has been generalizedusing the  16. UsingtherequestiD, the Waiting Stratayy identi es the
AcceptorConnector[29] pattern and thread-pefconnection target Transport.
concurreny stratgly. We next describethe sequencef steps  17. The parametersare then demarshaledand control is

returnedto the client application,which processeghe
reply.

e) Analyzingrequestprocessingsteps: The requestpro-
cessingstepsdescribedabove reveal the following character
istics:

Repetitive. The stepsinvolved with request/replypro-

cessingare repetitive, i.e., carriedout for every request.

a client ORB performsto actively createa connectionvhena
CORBA requestis invoked by the application,i.e., result
= object.operation (arg)

c) Connectiormanaggement: We rst describehow ZEN
establishes connectiorbetweera CORBA clientandasener.

1. The client ORB's connection cache
(ConnectorRegistry classin ZEN) is queriedfor



Steps11-14at the sener sidefor requestprocessingand
steps15-17 at the client side remainthe samefor each
requestfrom the client/sener. Similarly, steps1-3 are
performedfor every remoterequestsentto the sener.
Independent and memoryless. Steps required for
processing request/response from two different
client/serer(s) are independent,i.e.,, they do not
shareary context. Moreover, two request§rom the same
client do not shareary context.

Ephemeral. The objectscreatedduring the executionof
thesestepsremainvalid only for the durationof onecycle
of request/responsprocessing.ORBs thereforeusually

cachetheseresource$o minimize resourcemanagement.

Thread bound. Each of the stepsare executedby a
requestprocessingthread. For example, steps11-14 at
the sener side are executedby the transportand thread-
pool threads.

The aforementionedccharacteristicsof the stepslend them-
selhes to the application of RTSJ featuresin the following
manner:

Associating Real-time thr eads.The thread-boungrop-

erty of the steps enablescomponentse.g., acceptor

connector and transportsto be associatedwith real-

time threads.In particular each of these components
is designedbasedon an logic part, implementedas a

Java classthatimplementghe Runnable interface.This

partis thenassociatedvith a scopedmemoryregion and

boundwith the threadat creationtime.

Associating Scoped memory. The ephemeralproperty
of the stepsenableinternal objects createdduring re-

quest/responsprocessingto be associatedvith scoped
memoryregions.

The repetitve, independenceand memorylesspropertiesof
the stepsfurthershapehow anORB implementorcanassociate
scopedmemory The repetitive and memorylessproperties
enablethe request/respongarocessingstepsto be carriedout
within a scopednemoryregion®, processherequestandsend
the responseo the client. The memoryregion is then exited®
enablingall the objectscreatedto be freed, thus minimizing
the number of GC sweeps.This cycle is repeatedfor the
next request.The independenc@roperty validatesthe above
mechanismallowing objectscreatedduringrequesprocessing
to be freed before processinga subsequentequest.

Unlike heap/immortaimemory creationof scopedmemory
regionsrequiresthe size of the memoryregion to be speci ed
at creationtime. However, the footprint requiredto process
request/responss dynamic,i.e., variesbasedon:

Requestsize. The requestsize at the sener dependon
the size of the requestsentby the client.

Options associated.The footprint required during re-
questprocessinglependson the optionsenabled.

4Using the enter()
allocationcontext.

5Exiting amemoryregion is implicit, doneafterthe completionof the run
method.

methodthe memoryregion canbe madethe current

Sidebar 1: Understanding ScopedMemory

Below we describeimportant conceptsassociatedwvith scoped
memoryregions:

Assignment Rules. To maintain referential integrity the
JVM enforcescertainrules for assignmenin all memory
regions, summarizedin the table shavn belav. Basedon
the above rules, the following can be derved: A memory
region m may hold a referenceto anothermemoryregion
m if the lifetime of m is shorter than that of m .
Any scopedregion canthereforealwayshold referencego
heap/immortamemory however, the reverseis never valid.

Referenceto: | Heap | Immortal Scoped
Heap Yes Yes No
Immortal Yes Yes No
Scoped Yes Yes Inner Scope
Local Variable [ Yes Yes Inner Scope

Inner scopes.The RTSJprovidesmechanismgor real-time
threadsto allocateobjectswithin multiple scopedmemory
regions. A real-timethreadcan make a scopedregion m
its currentallocationcontext usingtheenter()  methodon
that scope.In a similar fashion,the samethreadcan enter
anotherscopedregion m , making this region the current
allocation context. The lifetime of m is shorterthanm ,
makingit aninner scope.

Single parent rule. Nestingscopedmemory describeabore
can thwart RTSJ referential integrity by causing cycles
betweenmemory areas(a threadenteringm can re-enter
m ). The single parentrule enforcesthe rule that every
scopedregion must have only one parent(a threadcannot
enter an already enteredmemory region), eliminating the
aforementionegbroblem.

Type of Request. The requestsize directly depends
on the type of GIOP requeste.g., a LOCATE_REQUEST
messagevould be of a differentsize when comparedo
a normalrequest.
The mostappropriatenemorysizewould thereforehave to be
choserduringinitialization time. Onesolutionto this problem
is to createthe one huge chunk of memory However, this
solutionis non scalable Further someJVMs may not be able
to allocatea hugechunkof scopednemoryregion. To address
this problem,in ZEN we use NestedScopes(explained in
Sidebarl) for every request/responsdemultiplexing phase,
which is explainedin Sectionlll-C.

C. Applying Scopedvemorywithin ZEN

To enhancepredictability we apply RTSJ featurese.g.,
scopedmemory to ORB componentsalong the critical re-
guest/respons@rocessingpath. Moreover, to minimize the
effect of pre-allocatingmemoryregions, we usenestedscope
memory regions for each demultiplexing phase.Below, we
explain the three broad phasesof requestprocessingat the
sener ORB and describehow we associatescopedmemory
with eachof the three phasesSimilar condition exist at the
client ORB.

1. /O layer

Steps. This phaseof demultiplexing correspondgo the
steps4-7 describedn Sectionlll-B.



Participants. The participants for this phaseinclude
acceptorsgonnectorsand transports.
RTSJ application. Eachof thesecomponentarethread-
bound componentsand are designedbasedon the inner
classparadigm.This classderivesfrom the Runnable
interfaceand correspondgo the logic run by the thread.
Insteadof creatingthe entirecomponenin scopednem-
ory, we createthe inner logic classin a scopedmemory
region, m . This logic classis associatedwith the
threadat creationtime. During ORB execution,multiple
clients may connectto it, creatingtransportsfor every
active client. Eachof the transportswill have a dedicated
m region. We collectively refer to theseregionsasa
space

2. ORB Corelayer
Steps. This phaseof demultiplexing correspondgo the
Stepsl11-12in Sectionlll-B.
Participants. GIOP Messageparsers Buffer Allocators
and CDR Streams.
RTSJ application. On receiptof new dataeventsfrom
the soclet, the Transport reads the messageheader
from the stream.Based on the size of the header a
RequestMessage © is created.After reading the re-
questfrom the stream the appropriatemessagarsetis
associatedbasedon the type of the requestThe message
parserand the RequestMessagkuffer are createdin a
nestedmemoryregion,m . TheORBspaces anested
memoryregion. Basedon RTSJmemoryrules(explained
in Sidebarl), referencedsrom the ORB to the I/O space
arevalid, i.e., everym scopemay hold referencedo
the correspondingn region.

3. PQA layer
Steps. This phaseof demultiplexing correspondgo the
steps13-14in Sectionlll-B.
Participants. Upcall objectg, andthread-pools
RTSJ application. Themessag@arsemarsesherequest
to nd thetargetPQA andsenant.An Upcall objectis
createdto hold all information necessaryo performthe
upcall on the skeleton. A worker threadin the thread-
pool then performsthe upcall. A CDROutputStream
is created,to hold the responsewhich is then sentto
the client. The Upcall objectsand the output buffers
are createdin a nestedscopedmemory region m
The POA spaceis the innermostmemoryregion. Again,
referencegrom PQA to ORB or I/O spaceare valid.

4. Application layer
The application layer typically correspondsto the re-
gion where senant IDL skeletons are created.In the
current design of ZEN, this application layer is heap
allocated Thus in our architecture,a NoHeapReal-
timeThread cannotbe used for requestprocessing.
The use of NoHeapRealtimeThread requires the

5This classencapsulatea buffer to hold the request.
“Upcall objects are per requestobjects that hold contet necessaryto
performupcall and sendresponse.

applicationdeveloperto be RTSJ aware and also entails
modi cations to the Javza mappingof Real-timeCORBA

speci cation which in conict with our goals. The use
of a NoHeapRealtimeThread , however, is critical

to enhancingthe predictability of a Real-time CORBA

ORB. In ZEN, we plan to provide policies at the POA

level thatwould determinethe type of real-timethreadto
usedfor requestprocessingThus an RTSJ aware sener
applicationcanallocatesenantsin amemoryregion other
thanthe heapandsetthetype of upcall processinghread
to NHRT to enhancepredictability
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IDL IDL
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Fig. 5. The LayeredArchitectureof ZEN

Figure 5 illustratesthe layeredarchitectureof ZEN's RTSJ
layers. The architecturedoes not violate ary of the RTSJ
referencerules as (1) ary of the ORB layers may hold
referencedo the applicationlayer and (2) a real-timethread
can always allocate from Heap memory (enter it) without
violating the single-parentule. Moreover, our applicationis
compliantwith the CORBA speci cation.

Figure6 (A) illustratesthe nestingof scopeswithin the ZEN
ORB Core. The I/O spaceis the outermostmemory region
while the PQA layer is the innermost.Memory regions are
enteredfrom outer inner, while referencesare maintained
from inner  outer On completionof a requestthe memory
regionsareexited from innermostio outermostAll the objects
thus created for request processingare nalized, thereby
minimizing interferencewith the GC. Figure 6(B) depictsthe
parenthoodree of the memoryregionsin ZEN.

D. Empirically Evaluatingthe Applicationof RTSJin ZEN

To measurethe predictability improvementsaccrued by
using RTSJ featureswe rst associatedscopedmemoryand
real-timethreadswithin the innermostscopei.e., PQA layer,
allocating both I/O and ORB scopesin heap memory The
motivation for this applicationwas to obtain a baselinefor
improvementin predictability when applying RTSJ features
in just one layer In this regard, applying RTSJ featuresin



Fig. 6. ScopeNestingin ZEN ORB

eitherthe ORB or the I1/0O scopesalonewould violate RTSJ
memoryreferencerules (explainedin Sidebarl) making our
applicationthe only possibleoption.
Although ZEN supportsa variety of options,we make the
following assumptiondor this analysis:
1) Portableinterceptorsare not consideredn requestpro-
cessing.
The sequenceof stepsanalyzedis for a remote client
requestnot a collocatedrequest.
Senantsare normal CORBA senantsthat inherit from
org.omg.PortableServer.Servant ,i.e.,, wedo
not considerDIl andDSI.
ZEN's buffer managemwas disabledto prevent caching
of 1/0O buffers
No proprietarypolicies are usedin the ORB and
The scopedmemory used was of type LTMemory,
which is a RTSJ memoryregion with linear allocation
time with respectto objectsize®
Theseassumptionsre representatie of waysin which DRE
applicationccommonlyapply ORB middleware.All theexper
imentsin this sectionwere performedon an Intel Pentiumlll
864 Mhz processomwith 256 MB of main memory For these
experiments,ZEN version 0.8 was compiled using the GNU
gcj compilerversion3.2.1andexecutedusingjRate 0.3aon
Linux 2.4.7-timesys-3.1.214&ernel. For each experiment,a
samplesizeof 50,000datapointswasusedfor resultanalysis.
The term predictability hasdifferentconnotationsn differ-
ent disciplines.For example,in real-time schedulingtheory,
a predictablesystemmeansthat eachtask always meetsits
deadline.For theseexperiments,we de ne predictability as
the measureof standarddeviation of the datapoints.
1) Demultipling Predictability:
a) Testoverview: The following arethe demultiplexing
stagespresentin the PQA layer:
1) POA demultipleing — usingthe addressingnformation
in the object key, locate the target PQA in the PQA
hierarchy;

2)

3)

4)

5)
6)

8This bounddoesnot include the time taken by an objects constructoror
a classs staticinitializers.

2) Servantdemultiplexing — from the objectid part of the
objectkey, locatethe senantwithin the PQA; and

3) Opemtion demultiplexing — nally using the operation
name,dispatchthe upcall on the skeleton.

The predictability of the ORB dependsdirectly on the pre-
dictability of the aforementioneddemultiplexing stages.As
discussedn [18], ZEN usesactive demultiplexing alongwith
perfect hashingto ensure lookup time for all cases.
In this experiment, we focus on the PQA demultipleing
stageand analyzethe predictabilityimprovementsaccruedby
associatingscopedmemorywith ZEN's Object Adapter

b) Test settings: To measurethe variation in PQA
demultipleing time with the depthof the PQA hierarchy the
experimentincreasedhe nestingof transientPQAs from 1 to
150in incrementsof 25. For eachcasethe time to reachthe
leaf POA was measured.

¢) Analysis of results: We now analyzethe resultsof
benchmarkshat measurethe averagelateng, the dispersion
and worst casebehaior for the variousPQA demultiplexing
testcases.
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Fig. 7. PQA Demultiplxing Predictability Analysis

Average measures. Figure 7 shows that averagelateng
for both heapandscopedmemorydoesnot increasewith
an increasen the PQA hierarchy However, the average
measuresor thescoped| 10 secs)aremorethanthat
of heapmemory( 7 secs)by 3 secs.Although,
this represents increasein the PQOA location overhead
by afactorof 1.4, predictabilityimprovesconsiderably
Dispersion measutes. The dispersionof scopedmemory
is smallerthanthat of heapmemoryfor all casesMore-
over, themeasurearebetterby afactorof 4, indicating
that our associationscopedmemory has considerably
improved predictability for this stageof demultiplecing.
Worst casemeasutes. The 99% boundshaws that using
scopedmemory 99% of the valuesare lessthan 12
secsfor all caseswhile thosefor heapare 30 secs,a



factorof 2 improvement.Maximum measureshav that
scopedmemoryconsiderablyimprovesthe predictability
for all casesby bounding the worst casevalues. The
worstcasemeasure$or scopednemoryaretighteracross
the PQA hierarchy Moreover, the maximum lateng
for scopedmemory is nearly constantacrossthe PQA
hierarchy while the lateng of heapincurredmeasurable
variability.
From the analysisabove, it is evident that the use of scoped
memory enhancesiemultiplexing predictability by bounding
dispersionand maximum measures.Moreover, the use of
scopedmemory does not signi cantly degrade the average
demultiplexing latengy.

2) ScopedviemoryOverhead:

a) Testoverview: Theapplicationof scopedmemoryat
ZEN's Object Adapterlayer involvesthe following additional
steps:

1) Therequestprocessinghreadneedsto make the scoped
memoryregion its currentallocationcontet by explic-
itly enteringit (usingenter()  methodde ned on the
region), incrementingthe referencecount of the region.
After processinghe requestthe threadexits the region,
which changesthe allocation contect to the enclosing
memoryregion or the primordial scope(heap),in turn
decrementingeferencecountof the region.

If the referencecount is zero, then all the objects
allocatedwithin the region areto be nalized.

The stepsdescribedabore mustbe executedfor every client
request.Thus,the overheadand predictability involvedin the
stepsdirectly affect the predictability of the ORB. In ZEN,
the size of the scopedmemory region is pre-allocatedat
initialization time. However, asexplainedearlier, the foot-print
at the sener varies dependingon the messagesize, options
associatedand the type of request.In this experiment, we
analyzedthe behaior of the enterand exit methodsas the
requestsizesincrease.

b) Test settings: The scopedmemoryregion size was
x edat 512KB. A clientthenissuedrequeststartingat 1K in
incrementsof 25KB up to a maximumrequestsize of 100K.

c) Analysis of results: We now analyzethe resultsof
benchmarkghat measurethe averagelateng, the dispersion,
andtheworstcasebehaior of the memoryregion's enter()
methodandits exit time.

Average measurs. Figure 8 shavs that the average

additional overheadincurred by the enter()  method

is 8 secsandis constantacrossall requestmessage
sizes. However, the lateny of the memory region's
exit time increasegradually with the requestsize. For
example, the averageexit time for a 1K messagds

4 secsandincreaseto 12 secsfor a 100K message.

This behaior occurshecausenalizes for every allocated

object in the scopedmemory region are called before

exiting the region, in which casethe size of messages
increasethe nalization time.

Dispersion measurs. The dispersionlatenciesfor the

enter() methodshov a trend similar to the average

2)

3)
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Fig. 8. EnterandExit Time Analysis

—constant( 1-1.5) acrossall messagesizes.However,

the dispersiorfor the exit time increaseswvith the request
size.For example,dispersionfor 1K messagés 0.7 and
increasedo 1.9 for 100K. This behaior is inducedby

the nalization required.

Worst casemeasures.The 99% boundfor boththe enter
andexit latenciedollows a trendsimilar to therespectie

average cases.Moreover, the values are closer to the
averagemeasuresHowever, the worst casemeasuregor

exit valuesare higherthanthoseof the entermethodand
increasewith messagssizes.

The analysisabove reveals that the average overheadin-
curredduetotheenter() methodis 8 secsandis constant
acrossall requestsizes. However, the behaior of the exit
methodvarieswith the requestsize,i.e., the largerthe request
size,the greaterthe exit latengy and worsethe dispersion.

3) Round-tripDelay:

a) Test overview: This experiment analyzes(1) the
effect of scopedmemory on round-trip delay and (2) the
requestexecutiontime, i.e., total time requiredto complete
the following stepsin the PQA layer:

1) Demultiplex therequesthroughthe PQA hierarchy; nd

the target senant and dispatchthe upcall.

2) Sendthe responsedo the client.

Sincewe associatescopedmemoryat ZEN's Object Adapter
layer, the only factor affecting round-trip delayis the request
execution time. While the requestexecution time measures
the effect of enter exit, andthe actualrequestexecutiontime,
theround-triplateng experimentmeasureshe effect of using
scopedmemoryin the critical end-to-endrequestpath.

b) Test settings: The IDL_Cubit test was run to
measurethe requestexecutiontime at the sener and round-
trip delay at the client. The threadpool sizewassetto 2 and
the buffer sizeto 500. Size of the scopedmemoryregion was
setto 512KB. The numberof simultaneouglient connections
wasincreasedrom 1 to 200 in incrementsof 50.
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¢) Analysis of results: We now analyzethe resultsof
benchmarkshat measurethe averagelateng, the dispersion
and worst casebehaior of round-trip and requestexecution
latencies.

Average 99%

1250

1250

1000

1000

7 L ] < L ]
% 50| | @@ Scoped Memor ) s 750 A/A
= || A—A Heap Memory i g L / i
3
§ 500 $ 500
57 1 A, e
250, 25
ol 1] ol 1]
0 50 100 150 200 250 0 50 100 150 200 250
No of Clients No of Clients
Standard Deviation Maximum
24 1250
o /‘ . 1000} ]
16 s A //- 1
A i

Latency (msec)
=
N
| |
Latency (msec)
a o~
S a
a2 . O
N
| |

IS
N
a
o

. . .
100 150 200

No of Clients

100 150 200 50 250

No of Clients

Fig. 10. Round-tripLateny Analysis

Average measures. Figure 9 illustratesthat the average
requestexecution lateng for heap and scopedregions
are constantfor all the cases.Although, lateng for

scopedmemory (137 secs)is greaterthan that of

heapmemory( 120 secs),scopedmemory provides
increasedpredictability for this small overheadof

17 secs.This overheadstemsfrom the time required
for enteringand exiting the memory region. Thus, the

associationof scopedmemory does not lead to undue
performanceeduction.

Figure10 shows thatthe useof scopednemoryincreases
the averageround-trip delay This increaseis dueto the

increaserequestexecution time at the sener side. As

the numberof clientsincreasehowever, lateng for heap
memoryalsoincreasesAt 200 clientsthe round-triptime
for heapmemoryexceedscopednemoryby 20 secs.
This behaior occursdueto theincreasedsC actiity for
heapmemorywith anincreasein the numberof clients.
Dispersion measutes. The dispersion measuresfor
scopednemoryareconsiderabljessthanthosefor heap.
On averagethe useof scopedmemoryenhancesequest
execution predictability by a factor of 2. For round-
trip delay dispersionfor both heapand scopememory
increasewith the numberof clients.However, measures
for scope memory vary little with an increasein the
numberof clients,indicating betterpredictability On the
average predictabilityimprovesas much as 50%.

Worst case measurs. Both experimentsreveal that
use of scopedmemory signi cantly boundsworst case
measuresThoughthe averagerequestexecutionlateng
is greaterfor scopedmemory its 99% and worst case
latenciesaresmaller For the caseof 50 clients,the worst
caserequestexecutionmeasurefor heapis greaterby a
factorof 3. A similar trendis obsened for round-trip
delay measures.

The empirical results describedabove indicatesthat the
use of RTSJ scopedmemoryenhancegpredictability without
undulydegradingperformanceMoreover, theworstcasemea-
suresare tighter and signi cantly bettercomparedto that of
heapmemory

IV. RELATED WORK

In recentyears, a considerableamount of researchhas
focusedon enhancingthe predictability of real-time middle-
warefor DRE applicationsin this section,we summarizekey
efforts relatedto our work on ZEN.

A. Real-timeCORBA middlevare reseach.

Real-timeCORBA 1.0 implementationsare available from
variety of suppliersincludinge*ORB from PrismTechnologies
and ORBExpressfrom Object Interface Systems.Real-time
CORBA has also been extensiely studiedin the research
literature.

The Time-triggered Message-triggered Objects (TMO)
project [30] at the University of California, Irvine, supports
the integrateddesignof distributed OO systemsandreal-time
simulatorsof their operatingernvironments.The TMO model
provides structuredtiming semanticgor distributedreal-time
object-orientedapplicationsy extendingcorventionalinvoca-
tion semanticgor objectmethodsj.e., CORBA operationsto
include (1) invocationof time-triggeredoperationsbasedon
systemtimes and (2) invocationand time boundedexecution
of corventionalmessage-triggeredperations.

The ROFES project [31] is a Real-time CORBA imple-
mentationfor embeddedystemsROFESusesa microkernel-
like architecture[31]. ROFES has been adaptedto work
with several different hard real-time networks, including
SCI [32], CAN, ATM, and an ethernet-basetime-triggered
protocol [33].



The URI project[34] is a Real-timeCORBA systemdevel-
opedat the US Navy Researctand DevelopmentLaboratories
(NRaD) and the University of Rhode Island (URI). The
systemsupportsexpressionand enforcemenbf dynamicend-
to-end timing constraintsthrough timed distributed method
invocations(TDMIs) [35]

The The ACE ORB TAO [36] is a widely-used, open-
sourceORB compliantwith most of the CORBA 3.0 spec-
i cation [37]. TAO has beenusedin mission-critical DRE
applicationsfor over six years[38]. TAO supportsthe Real-
time CORBA 1.0 speci cation and portions of Real-time
CORRA 2.0.

B. RTSJmiddlevare reseach.

RTSJmiddlewvareis anemeping eld of study Researchers
are focusingat RTSJimplementationsbenchmarkingefforts,
and programcompositionaltechniques.

The TimeSyscorporationhas developedthe of cial RTSJ
Referencdmplementation(RI) [13], which is a fully compli-
antimplementatiorof Java thatimplementsall the mandatory
featuresin the RTSJ. TimeSyshasalsoreleasedhe commer
cial version,JTime, which is an integratedreal-time JVM for
embeddedystemsin additionto supportinga real-timeJVM,
JTime also provides an ahead-of-timecompilationmodel that
canenhanceRTSJ performanceconsiderably

The jRate [14], [39] project is an open-sourceRTSJ-
basedreal-timeJara implementatiordevelopedat Washington
University, St. Louis. jRate extendsthe open-sourceGNU
Compilerfor Java (GCJ) run-time system[40] to provide an
ahead-of-timecompiledplatform for RTSJ.

The Real-Tme Java for EmbeddedSystemgRTJES) pro-
gram [41] is working to mature and demonstratereal-time
Java technology A key objective of the RTJES programis
to assessmportant real-time capabilities of real-time Java
technologyvia a comprehensie benchmarkingeffort. This
effort is examining the applicability of real-time Java within
the contet of real-time embeddedsystemrequirementsde-
rived from Boeing's Bold Stroke avionics missioncomputing
architecturg2].

The researcherat the WashingtonUniversity, St Louis are
investigatingautomaticmechanismg42] that enableexisting
Java programgo becomestorage-wareRTSJprogramsTheir
work centerson validating RTSJ storagerules using program
tracesandintroducingstoragemechanismsutomaticallyand
reversibly into Java code.

V. CONCLUDING REMARKS

Distributed Real-time and Embedded(DRE) systemsare
growing in numberandimportanceassoftwareis increasingly
used to automateand integrate information systemswith
physical systems.Over 99% of all microprocessorsire now
usedfor DRE systemg43]. Ensuringend-to-endmiddleware
predictability is essentialto support the QoS capabilities
neededby DRE applications.Thereforeintegration of RTSJ
and Real-time CORBA is essentialto ensurepredictability
requiredfor DRE applications.

This paperdescribedour R&D actities associatedwith
an previously unexplored dimensionin real-timemiddlevare:
theintegration of RTSJfeatuesto supportReal-timeCORBA.
We shaved how scopedmemory and real-time threadscan
be associatedvithin a real-time ORB Core without violating
RTSJrules, yet still remainingcompatiblewith the CORBA
speci cation. The empirical resultspresentedn Sectionlll-
D demonstratethat signi cant predictability improvements
can be achieved by applying RTSJ featuresin ZEN. All of
our optimizationsand enhancementare compliantwith the
COREBA speci cation and aretransparento DRE application
developers.

Basedon our experiencebuilding TAO, we have devisedan
R&D planfor ZEN. As shawvn in Figure 11, the heartof ZEN
consistsof optimization stratgies, e.g., buffer management
stratgyies,demultipleing techniquesand connectionmanage-
ment optimizationsthat ensurepredictability and scalability
requiredby DRE applicationsTheseoptimizationsareapplied
atthealgorithmicanddatastructurallevel andareindependent
of the RTSJ implementation.This foundation has attained
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maturity in the current releaseof ZEN. We are applying
RTSJ optimizationsover this foundationto further enhance
ORB predictability Our ultimate goal is to implementa fully
compliant Real-time CORBA implementationatop a mature
RTSJ layer basedon the commercial TimeSys Real-time
Java platform. We believe that thereis an importantsynegy
betweenthe layers, i.e., optimizing a single level will not
ensurehelayerto-layerandend-to-endpredictabilityrequired
for DRE applications.
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